Configure Windows XP to Connect to WVa.Home

The first thing to do when connecting the WVa.Home is to make sure your wireless card
is registered with the help desk to gain access to the inside wireless.

1. Click on Start, Run and at Run box type command and press Enter.

Run E]

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for you,

Open; | eyl L

[ o, ][ Canicel ][ Browwse, ., ]

2. After pressing enter, the C:/ prompt will display. At this box, type ipconfig /all
and press enter. After that you will see your Ethernet Adapter settings and your
Wireless Adapter settings. Call the Help Desk with your 12 digit Wireless
Physical Address.

~ C:AWIND OWS\system3 2\command. com

Microzoft{H> Windows DOS
(C)Copyright Microsoft Corp 1798-2881.

C:~DOCUME™1~JHARTOM>ipconfigy ~all
Windows IP Configuration

Host Hame . . e e s = = = = = jmartonz6B8t

Primary Dns Sufflx e e 2« = = = « = hsc.wun.edu

Mode Type . . H

IF Routing Enahled

WINS Proxy Enabled. . . . . . . . =

DMS Suffix Search List. . . . . . & hsc.wun.edu
rchhsc .woun . edu
wuuh.weuhs ..com
wou . edu
hs.wvu—ad.wvu.edu

Ethernet adapter Wireless Metwork Connection:

Connection—specific DMS Suffix . : Belkin

Deszcription . . . . . . . . . . . & 1l1lasbsg Wireless LAMN Mini PCI Expres
Adapter

Phyzical Addressz. . . . . . . . . : BA—16-CE-6E-2A-ED

Dhcp Enabled. . e e - - = Yes

Hutucunflgulatlun Enahled e e = - = Yes

IP Address. . - . . . . . . . . . = 192_.168.

Subnet Mask . . . . . . . . . . . & 2585.255.

Default Gateway . . . . . . . . . = 192_168.

DHCP Server . . . . . . o o« o - - = 192.168.

DHS Servers . e e e e e e e e - = 192.168B.

Lease Ohtalned. e 2 = = = = = = = = Thursday, OctnhEI 23, 2888 6:87:47 P

Lease Expires . . . = « « « =« - - = Monday, January 18, 2838 11:14:87 PHM

G \DOCUME™1~JMART OM>_

3. Once the Physical Address is registered, then proceed with the setup to the
WVa.Home wireless.



4. Preconfiguring your client: Windows XP Professional

o Open the Network Connections control panel. If "My Network Places™ is
on your desktop, right click My Network Places and select Properties. Or,
you can access the Network Connections control panel through the Start
menu, under Settings.

o Right click on your wireless adapter, and choose Properties.

Ee Edt Yiew Fportes Tools Advonced Help

Qtuk + Qv 7|, Search . Folders | & 4 X %) 3
Address | tetwork Conmections

LAN or High-Speed Internet

.3-‘ 1394 Connection

@-] Local Area Connecton

o Click to the Wireless Networks tab of the adapter properties window, and
verify that "Use Windows to configure my wireless settings" is selected.
Click to Add a new preferred network.

| Integrated WLAN Chipset Pro 2| x|

General Wirsless Networks |.Fl.dvar1c:ed I

¥ Use Windows to configure my wireless network settings

— Available networks:
To connect to an available network, click Configure.

Eanfigure

— Prefemed networks:

Automatically connect to available netwarks in the order listed
below:

P awe up

fid e dawn

Fraperties

Leam about setting up wirsless network
corfiguration.




o Enter WVa.Home as the SSID. Select WPA authentication and AES
encryption.

Wireless network properties

Agsociation | Authentication || Cu:unneu:tion|

Metwark name [S5100: |'W'\-'a.hu:ume |

[] Connect even if this network iz not broadcasting

Wirelezs network, key

Thiz network. requires a key far the following:

Metwark, Authentication:

Data encryption: | AES w |

The key iz provided for me autarmatically

[] Thiz iz a computer-to-computer [ad hoc) netwark; wireless
access points are not used

[ (] 8 ] [ Cancel




Click to the Authentication tab. Select Protected EAP as the EAP type;
make sure that "Authenticate as computer” and "Authenticate as guest™ are
both unchecked. Click to edit Properties.

+ Wireless Network Con... [? [X|

General | Wireless Metworks |,|'l‘|,|j-...'an|:e|j|

WVU.Encrypted properties \3 i\

Azsociation | Authentication |D:unneu:tiu:un|

Enable IEEE 802.1x authentication for thiz netwark

EAP type; | Protected EAP [PEAF] v |

[ ] Authenticate as computer when computer infarmation is available

[ ] Authenticate as guest when user or computer infarmation is
unavailable

(] ] [ Cancel




o

Make sure that "Validate server certificate" is enabled, and check the box
for IPS Servidores if listed. Ensure that the authentication method is EAP-
MSCHAPV2. Click to Configure Authentication Method.

Protected EAP Properties

YWhen connecting:

Walidate server certificate

|:| Connect to these servers:

Trusted Root Certification Authorities:

[] 1.CA - Standard root certificate ~
[] 1acia

E IPS SERYIDORES

|:| Izenpe.com

[] 1zenpe.com

[ Juur-sK

[] k158 RootCa 1

< | B2

[

|:| Do not prompt user to authorize new servers ar trusked
certification autharities,

Select Authentication Method:

ESecured password (EAP-MICHAP vZ2) w |

[ ]Enable Fast Reconnect:
[ |Enable Quarantine checks
[ | Disconnect if server does not present cryprobinding TLY

I_ (] 4 _][ Zancel ]

Enable automatic use of Windows logon; click "OK" on all dialogs.

EAP MSCHAPv2 Properties

When conhecting:

Automatically use my Windows logon name and
password [and domain if any).

[ 0K ] [ Cancel J




